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Photography and Image Use Policy

1. Purpose
This policy sets out NACO’s approach to the taking, use, storage, and management of photographs at NACO events. It ensures compliance with UK GDPR and safeguarding requirements, while enabling appropriate documentation and promotion of NACO activities.

2. Scope
This policy applies to:
· All NACO events, meetings, and functions
· Executive Committee members and any individuals taking photographs on behalf of NACO
· The use of images across NACO communications, including publications, website, and social media

3. Background and Risk Context
Following further research into GDPR and safeguarding requirements relating to photography, it is clear that a careful and compliant approach must be adopted.
As NACO does not currently have an association-owned device suitable for taking photographs, there are risks and limitations associated with the use of personal devices.
Current UK GDPR guidance highlights that:
· Any identifiable photograph is classed as personal data and must be handled in accordance with data protection requirements
· Organisations should avoid storing or retaining images on personal devices, as this increases the risk of unauthorised access, loss, or accidental sharing
Because of these risks, the use of personal devices for photography is not generally recommended. However, due to current resource limitations, a restricted and controlled approach will be adopted as a temporary and proportionate solution.

4. Core Principles
NACO will:
· Process photographs lawfully, fairly, and transparently
· Minimise the collection and retention of personal data
· Ensure appropriate security and handling of images
· Respect individuals’ rights, including the right to object
· Apply safeguarding considerations at all times

5. Lawful Basis
Photography at NACO events will be carried out under:
· Legitimate interests, for documenting and promoting NACO activities
· Explicit consent, where appropriate, particularly for identifiable individuals

6. Approved Approach to Photography
To minimise risk and ensure compliance:
· Photography will be strictly limited to Executive Committee members during events
· Individuals must provide explicit prior approval before being photographed

7. Use of Personal Devices – Controlled Conditions
A personal device may be used, but only under the following circumstances:
· Photographs must be uploaded to an approved NACO location at the earliest opportunity
· Once uploaded, no copies must remain on the personal device, including in: 
· Photo galleries
· Recently deleted folders
· Cloud backups (e.g. iCloud, Google Photos)
· The device used must be password protected and/or secured via biometric access (e.g. Face ID or fingerprint recognition)
· Images must not be stored, forwarded, or shared via personal apps, accounts, or cloud services
· Images must only be used for agreed NACO purposes and not for personal use
This ensures that personal data is minimised, handled securely, and not retained longer than necessary, in line with UK GDPR requirements.

8. Transparency and Individual Rights
To ensure lawful and fair processing:
· Individuals must be informed in advance that photography will take place
· Individuals must be informed how their images will be used
· Individuals must have the opportunity to opt out of being photographed
· Clear communication at events (e.g. announcements or signage) will be used as good practice

9. Safeguarding
Particular care must be taken when photographing:
· Children and young people
· Vulnerable adults
Where applicable:
· Appropriate consent must be obtained from a parent, guardian, or responsible individual
· Images must not be taken or used in ways that could place individuals at risk

10. Storage and Retention
· All images must be stored securely within NACO-controlled systems
· Access must be restricted to authorised individuals
· Images must only be retained for as long as necessary for their intended purpose

11. Accountability and Breaches
· The individual taking photographs is responsible for complying with this policy
· Any data breach, loss, or accidental sharing must be reported immediately
· Appropriate action will be taken in line with data protection requirements


12. Risk Acknowledgement
NACO recognises that:
· The use of personal devices carries an increased level of data protection risk
· Full organisational control cannot be guaranteed
This approach is therefore:
· A temporary and proportionate measure
· Subject to ongoing monitoring and review
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